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KAISER PERMANENTE.

Notice of Privacy Breach

[mailing date]

[name]
[address]
[city, state zip]

Dear Mr/Ms. [name],
| am writing to inform you about a health information privacy matter.

What Happened?

During a project to improve mailing addresses for correspondence with Southern California members,
an error caused your former address to be temporarily used for one or more mailings to you between
October 6 and December 20, 2019. The error was first recognized November 1, 2019 and we began
an analysis to identify and correct the source of the problem. Your address was updated in our
system on December 20, 2019. Correspondence mailed to your former address may have included
appointment reminders, care reminders, surveys, referral letters, and Explanations of Benefits.

What Information Was Involved?

The information in the mailings included demographic information, such as your first and last name
and former address and may have included medical information such as diagnosis or medication,
billing information, and health insurance information. Your Social Security number and any credit
card information were not included in the mailings. While we believe the risk is limited, there is a
possibility that the information could be used inappropriately or further disclosed.

What We Are Doing:

After the error was discovered, we conducted an investigation, created a corrective action plan to
correct your address, which occurred on December 20, 2019, and are developing training for staff to
prevent this kind of error in the future. We have no indication to believe that the information is being
used for fraud or other criminal activity. The department that sent you the original mail has re-sent it
to you or will re-send it if determined necessary.

What You Can Do:
As always, we recommend that you review your health statements for accuracy and let us know if
something does not look right.

Kaiser Permanente respects your right to file a complaint. If you have any questions, concerns or
wish to file a complaint with us, please contact us at 1-800-464-4000, 24 hours a day, 7 days a week
(closed holidays). For TTY, call 711.
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Notice of Privacy Breach

If you are concerned about identity theft and would like more information on ways to protect yourself,
visit the Federal Trade Commission’s Identity Theft website at www.ftc.gov/idtheft.

On behalf of Kaiser Permanente, we offer our sincerest apology that this unfortunate incident
occurred. We assure you that safeguarding your information is one of our highest priorities.

Sincerely,

Sue Preston

Vice President and Ethics & Compliance Officer

Kaiser Permanente
Southern California


http://www.ftc.gov/idtheft
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KAISER PERMANENTE.

Kaiser Permanente does not discriminate on the basis of age, race, ethnicity, color, national origin, cultural background, ancestry,
religion, sex, gender identity, gender expression, sexual orientation, marital status, physical or mental disability, source of payment,
genetic information, citizenship, primary language, or immigration status.

Language assistance services are available from our Member Services Contact Center 24 hours a day, seven days a week (except
closed holidays). Interpreter services, including sign language, are available at no cost to you during all hours of operation. We can also
provide you, your family, and friends with any special assistance needed to access our facilities and services. In addition, you may
request health plan materials translated in your language, and may also request these materials in large text or in other formats to
accommodate your needs. For more information, call 1-800-464-4000 (TTY users call 711).

A grievance is any expression of dissatisfaction expressed by you or your authorized representative through the grievance process. A
grievance includes a complaint or an appeal. For example, if you believe that we have discriminated against you, you can file a
grievance. Please refer to your Evidence of Coverage or Certificate of Insurance or speak with a Member Services representative for
the dispute resolution options that apply to you. This is especially important if you are a Medicare, MediCal, MRMIP, MediCal Access,
FEHBP, or CalPERS member because you have different dispute resolution options available.

You may submit a grievance in the following ways:

+ By completing a Complaint or Benefit Claim/Request form at a Member Services office located at a Plan Facility (please refer to
Your Guidebook for addresses)

« By mailing your written grievance to a Member Services office at a Plan Facility (please refer to Your Guidebook for addresses)
« By calling our Member Service Contact Center toll free at 1-800-464-4000 (TTY users call 711)

* By completing the grievance form on our website at kp.org
Please call our Member Service Contact Center if you need help submitting a grievance.

The Kaiser Permanente Civil Rights Coordinator will be notified of all grievances related to discrimination on the basis of race, color,
national origin, sex, age, or disability. You may also contact the Kaiser Permanente Civil Rights Coordinator directly at One Kaiser
Plaza, 12th Floor, Suite 1223, Oakland, CA 94612.

You can also file a civil rights complaint with the U.S. Department of Health and Human Services, Office for Civil Rights electronically
through the Office for Civil Rights Complaint Portal, available at ocrportal.hhs.gov/ocr/portal/lobby.jsf, or by mail or phone at: U.S.
Department of Health and Human Services, 200 Independence Avenue SW, Room 509F, HHH Building, Washington, D.C. 20201,
1-800-368-1019, 1-800-537-7697 (TDD). Complaint forms are available at www.hhs.qgov/ocr/office/file/index.html.

Language Assistance Services

English: Language assistance is available at no cost to you, 24 hours a day, 7 days a week. You
can request interpreter services, materials translated into your language, or in alternative
formats. Just call us at 1-800-464-4000, 24 hours a day, 7 days a week (closed holidays). TTY
users call 711.
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Chinese: A 7K » FER 24 /NF B RERES B - AT DIFFE IR - BRI RENE R P Fsh = S R H s = - M
BER 24/ NEHFRCIAS TS 1-800-757-7585 Fiskli4s (EifRH (RE) - BERI RS (TTY) (A& HRE 711 -

Lad Gl 4 Gl gy dan 3 ‘@MP‘):““‘:’L“‘\ALS\)-’ KV PRI DWW R PV I BT R TR T A Gsuaiia 9y 7 5 He i celu g 20 L) Cledd :Farsi
A 5557 5 Hsiled Celu 24 0 S i€ il d s B leissa b
58 il 711 0 kel WTTY OS2 58 (el 1-800-264-4000 o_badi 4 Lo L (Jadand sl 355 (sl 41)

Hindi: TorT TRt Ta % gATTOT AT, 13 & 24 =, 9978 & A4t &9 Suasy g1 1T U gariod it faret & forg, faar Bt e
F FTARIAT T I qTOT § SqaTE FEAT & oI, AT Sohfoqsh STETT & o STerer F¥ Tahd gl a9 Fad g8 1-800-464-4000 77, {27
¥ 24 =, GHTE & ATal a7 (At arar fa 92 @At 8) Fa #21 TTY STAREAT 711 T Hid Hil

Hmong: Muajkwc pab txhais lus pub dawb rau koj,

24 teev ib hnub twg, 7 hnub ib lim tiam twg..Koj thov tau cov kev pab txhais lus, muab cov ntaub ntawv txhais ua koj hom lus, los yog ua lwm hom.Tsuas hu rau 1-
800-464-4000, 24 teev ib hnub twg, 7 hnub ib

lim tiam twg (cov hnub caiv kaw). Cov neeg siv

TTY hu 711

Japanese: 4Bt Cid, SEHIEAMEEIT, HERIEA KB ZRAWZZT £, BR—EA, BAGHIERSWICEE, 2 WITEREROERTHIK
FCTEET, BT 1-800-464-4000 F TRAEFE 28V (EAZBRIFRMA) , TTY 2—P =T T1LITBEFHEZE W,

Khmer: SSWMaN ASSSHUIESUEMIS]W 24 1ENHUWIS 7 ISUwi SsY HRSUdaihLmuUsiy
iR susiiuisithmmania yensidsjinis) sy msisgiigusudn sNUIUS 1-800-464-4000 TS 24 1ENHYWIG 7
iggwm s (Gsigunn)s gmyd 1Ty wiuue 7119

Korean: 8¢ B AJgkel] t7Iglo] /1o X9l M| ~5 FR 2 o] g8l o= ol Ut 718h= 59 Mul 2, 7lste] o= Wee A5 B A F 49|
AaE 84T 5 AFUth 22U F Az FAI§le] 1-800-464-4000 1 0 2 X 8H5H 4] Al
(FFHY F7).TTY AR A& 711

Navajo: Saad bee aka’a’ayeed nahol( t’4a jiik’é, naadiin doo bibaa’ dii’ ahéé’iikeed tsosts’id yiskaaji damoo na'adleehji. Atah halne’é 4ka’adoolwoligii joki, t’dadoo
le’é t’aa hohazaadj{ hadilyaa’go, éi doodaii’ naana la at’aa adaat’ehigii bee hadadilyaa’go. Koji hodiilnih 1-800-464-4000, naadiin doo bibaa’ di{” ahéé’iikeed tsosts’id
yiskaaj{ damoo n4’4dleehj{ {Dahodiyin biniiyé e’e’aahgo éi da’deelkaalO. TTY chodeeyoolinigii koj{ hodiilnih 711

Punjabi: fast farft =13 €, fos € 24 W2, 783 € 7 fes, g Reet 3073 set Guseay J) 3t feq Tamfle & vee 32, miadht ©
St 3T fET migee JaeTge &, At fan <Y eane e YU da% &el 9531 99 Ade J1 9H HIE HTS 1-800-464-4000 3, fes € 24 ufe,
Je3 € 7fes (8¢ =& fes ge afder J) €& J31 TTY T Sutial 9% @3 711 °3 €6 JIa|

Russian: Ms1 GecritaTHo obecrieurBaeM Bac ycmyramu repeBoza 24 qaca B CyTKH, 7 JHEH B HeIeNi0. BbI MOXeTe BOCIIONB30BATHCS TOMOLIIBIO YCTHOTO MIEPEBOIUNKA, 3aIPOCUTD
TMEPEeBO/T MATEPHAJIOB Ha CBOM SI3BIK HJIH 3aIIPOCHTh UX B OJJHOM I3 AlIbTePHATHBHBIX (hopMatoB. [IpocTo mo3soruTe Ham 1o Tenedomny 1-800-464-4000, koTopsiit qocTymeH 24
yaca B CYTKH, 7 JHEH B HeZiemto (KpoMe Mpa3HUYHbIX JiHei). [Tonp3oBarerny miuauy T 1Y MOryT 3BOHUTH 110 HOMepy 711.

Spanish: Contamos con asistencia de idiomas sin costo alguno para usted 24 horas al dia, 7 dias a la semana. Puede solicitar los servicios de un intérprete, que los
materiales se traduzcan a su idioma o en formatos alternativos. Solo llame al 1-800-788-0616, 24 horas al dia, 7 dias a la semana (cerrado los dias festivos). Los
usuarios de TTY, deben llamar al 711.

Tagalog: May magagamit na tulong sa wika nang wala kang babayaran, 24 na oras bawat araw, 7 araw bawat linggo. Maaari kang humingi ng mga serbisyo ng
tagasalin sa wika, mga babasahin na isinalin sa iyong wika 0 sa mga alternatibong format. Tawagan lamang kami sa 1-800-464-4000, 24 na oras bawat araw, 7 araw
bawat linggo (sarado sa mga pista opisyal). Ang mga gumagamit ng TTY ay maaaring tumawag sa 711.

Thai: iAUSATaUNTE S LAMARaA 24 T2 T30
nafunaanihlavvinnszasnaaansazaliautisnaumanuaIAu i AEIAUANNANATAINMTAUARAA TN DILTIUATARLET
ssnnsazalvifimsulaanansiiunwdnaldlalag Bifn1saaAus NSRBI TN TININLLAY 1-800-464-4000 ARAA 24
thTuanniu (dalimdnsluiungasiznis) §ld TTY TsaTnslad 711

Vietnamese: Dich vy thng dich duoc cung cap mién phi cho quy vi 24 gio: mdi ngay, 7 ngay trong tuan. Quy vi cd thé yéu ciu dich vu théng dich, tai liéu phién dich ra
ngén ngit caa quy vi hoac tai liéu bang nhiéu hinh thirc khéc. Quy vi chi cin goi cho chiing toi tai s6

1-800-464-4000, 24 gi mdi ngdy, 7 ngay trong tuan

(trir céc ngay 18). Nguoi ding TTY xin goi 711


tel:1-800-788-0616

